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Transmission distance and number of users limit the realization of large-scale scalable quantum commu-
nication networks, as existing quantum network construction techniques struggle to address these two
important factors simultaneously. In this paper, we propose a long-distance large-scale and scalable
fully-connected quantum secure direct communication (QSDC) network, which employs a double-
pumped structure and the introduction of extra noise to successfully realize QSDC over 300 km between
four users in the network in pairs. The results demonstrate that the fidelity of the entangled state shared
between users following communication remains above 85%. The results of our research demonstrate the
viability of this quantum communication network, offering a novel foundation for the future realization
of long-distance large-scale quantum communication.
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1. Introduction

The quantum network represents a significant platform for the
verification of the fundamental principles of quantum mechanics
and the realization of quantum communication and computation
[1,2]. As point-to-point quantum communication technology
matures, the construction of long-distance, large-scale, and scal-
able quantum communication networks has emerged as a promi-
nent area of research [3-5]. At present, a number of distinct
quantum network architectures have been proposed, such as quan-
tum key distribution (QKD) networks [6-9], deterministic quan-
tum networks [10], and entanglement distributed quantum
networks [11]. In QKD networks, the inherent limitations of trans-
mission distance and point-to-point communication frequently
necessitate the deployment of quantum relaying techniques to
enhance transmission distances and expand the quantum state of
the network. In deterministic quantum entanglement switching
networks, two single-photon sum-frequency techniques are
necessary to distinguish between four sets of Bell states. However,
the low efficiency of single-photon sum-frequency restricts the
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transmission distance of the communication network. In entangle-
ment distributed quantum networks, the complexity and noise of
single-pump schemes increase with the number of users, thereby
limiting the size of the network. The transmission distance or the
number of users acts as a constraint on the construction of long-
distance, large-scale quantum communication networks, and all
three types of schemes are difficult to build. The realization of a
10,000-km-level quantum communication network containing
hundreds or thousands of users represents a significant challenge
that requires urgent attention. There are three main forms of com-
munication used in quantum networks, which are QKD [12,13],
quantum teleportation [14,15], and quantum secure direct com-
munication (QSDC) [16,17]. QKD only shares the key, while quan-
tum teleportation and QSDC can pass the information directly.
Since QKD uses approximate single-photon sources or weakly
coherent pulsed sources produced by attenuating classical light
sources, it is advantageous for communication over thousands of
kilometers. On the other hand, for discrete-variable quantum tele-
portation, it uses a photon-entangled source as a quantum channel
to directly transmit information using a single photon as the infor-
mation carrier [18]. For continuous-variable quantum teleporta-
tion, it does not use single photons as carriers and can transmit
multiple bits [19]. However, in quantum stealthy communication,
a photon can only carry one classical message. The QSDC scheme
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was first proposed by Long and Liu [20], which also uses a single
photon as an information carrier, but unlike the quantum telepor-
tation scheme, a single photon in QSDC can directly transmit two
classical messages. Nowadays, an increasing number of theories
and experiments have demonstrated the viability of this scheme
[21-29]. In theory, the one-step QSDC [30], device-independent
(DI) QSDC [31-33], measurement-device-independent (MDI) QSDC
[34,35], the QSDC using hybrid entanglement [24], continuous-
variable (CV) QSDC protocols [36], and passive decoy-state QSDC
[23] are proposed. In experiments, the first single-photon QSDC
entanglement, the first entanglement-based QSDC experiment
[37], and the first long-distance fiber QSDC experiment [38] are
demonstrated. In addition, some other significant experiments,
such as QSDC over 100 km of optical fiber [39] and a 15-user QSDC
network over 40 km [40], were also reported. QSDC has emerged as
a pivotal technology for the construction of quantum communica-
tion networks [41]. Fortunately, we found that multipump technol-
ogy enables photons of the same wavelength to interact with
photons of multiple wavelengths during the preparation of associ-
ated photon pairs. This suggests that a fully- connected quantum
network constructed using multipump technology can exhibit
reduced complexity. In the event of constrained quantum correla-
tion links, the network constructed by multipump technology is
capable of accommodating a greater number of users, thereby cir-
cumventing the limitation of user capacity. Furthermore, the incor-
poration of an appropriate degree of additional noise can markedly
increase the performance of quantum communication [42-44]. To
mitigate the impact of quantum noise on transmission distance,
additional noise can be introduced prior to the distribution of pho-
ton pairs, thereby compensating for some of the noise and improv-
ing the fidelity of shared entangled states between users after
transmission, as well as the transmission distance. When these
two techniques are employed in the construction of a quantum
network, both the number of users and the transmission distance
can be enhanced. In this work, we propose a novel long-distance
scalable fully-connected QSDC network in noisy environments. In
our experiment, we employ a double-pumped structure design
and a custom-made on-chip periodically poled lithium niobate
(PPLNOI) to generate polarization-entangled photon pairs across
multiple quantum correlation links, thereby entangling the four
users in the network in pairs. Furthermore, the introduction of
additional noise prior to the distribution of photon pairs enables
the achievement of QSDC over 300 km of fiber between arbitrary
users. The fidelity of the entangled states shared by the users after
communication is greater than 85%. Our scheme provides an effec-
tive approach to scaling up quantum networks and improving
transmission distances, as well as a novel idea for the construction
of quantum networks on compact integrated platforms.

2. Experiment

The structure of the large-scale scalable fully-connected QSDC
network we have designed is shown in Fig. 1. The quantum proces-
sor employs a multitude of pumps with distinct wavelengths to
concurrently generate entangled photon pairs, and then utilizes
dense wavelength division multiplexing (DWDM) to disseminate
the photons of a specific channel to disparate distant users, thereby
guaranteeing that the association between any two of them is
established by at least one pump. In accordance with this network
design scheme, the number of pumps utilized is inversely propor-
tional to the number of channels a user is required to operate. In a
fully-connected network comprising N users, the number of
pumps, M, ranges from 1 to 2N — 3. When M = 1, the total number

of channels required by the users is at least 2C%, which is the same
as that required by a classical single-pump fully-connected
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quantum network. When M = 2, the total number of channels
required by the users is at least C3 +2 (N > 4), which is nearly
halved at larger N. When M = 2N — 3, each user only needs to oper-
ate a single channel of photons for QSDC between each other. This
indicates that the objective of accommodating a greater number of
users in the network and overcoming the limitation of the number
of users can be achieved by increasing the number of pumps and
consequently reducing the total number of channels required by
users. In our experiment, we establish entanglement by distribut-
ing polarization-entangled photon pairs. The sender selects differ-
ent basis vectors for the measurement by performing a Missile
transformation on the photons it receives and sends the measure-
ment results to the receiver. The receiver then combines the pho-
ton measurements with the Bell-state analysis to obtain the
information transmitted by the sender. We will subsequently pro-
vide a brief description of the QSDC employed by each user within
the network [45]. The polarization entanglement shared between
users communicating with each other is represented by
l¢") = J5(IHH) + W), ,5..,,» Where H and V represent horizon-
tal and vertical polarization, respectively, i, (m=1,2,---, M) rep-
resents the wavelength of the pump light. The particular methods
of communication are as follows: (1) The security of the quantum
channel is verified in pairs between users. Different pumps pro-
duce single photons of the same wavelength, but their correspond-
ing associated photons do not have the same wavelength in the
limit of energy conservation. We know that only conforming
counts measurements of associated photon pairs produce con-
forming counting peaks at specific event intervals. Since photons
generated by spontaneous parametric down-conversion (SPDC)
are random, photons of the same wavelength generated by other
pumps will be uniformly distributed over different time intervals.
In this case, for any two-user communication scenario, only the
entangled photons generated by the pumps that make their associ-
ation are considered signal photons, while all photons produced by
other pumps within the user channel are classified as noise
photons. To ascertain the security of the quantum channel, the
quantum processor orchestrates the sequence of light emitted
from the various pumps, thereby separating the positions of the
signal photons from those of the noise photons. Subsequently, each
user performs a comparison between the positions of the signal
and noise photons to determine the safety of the quantum channel.
(2) Once the security verification process is complete, each
user engages in a four-party negotiation of the four sets of Bell
states corresponding to different bit values. For instance,
10%) 1 Gy = 75 (HH) £1VV),, 5.,y 1S associated with 00, 01,
while |¢%), . .. =5(IHV) £[VH)); (..., IS linked to 10, 11,
respectively. (3) When any user U; wishes to establish communica-
tion, he performs operations on the photons (comprising both sig-
nal and noise photons) received by himself in the channel. This is
done with one of four distinct quantum gates: I, 0;, 0x, —i0,. As a
result, the form of the shared polarization entanglement will
change to one of the four different quantum states
™), |@7), |¢7),|¢7), respectively. These four quantum states cor-
respond to the encoding information 00, 01, 10, and 11, respec-
tively. (4) The other communicating user, who shares the
entangled state with user U;, determines the quantum gate
selected by user U; based on the results obtained by performing
the Bell-state measurement to obtain the transmitted information.
In consideration of the impact of noise, the density matrix of
entangled photon pairs shared between any two users, designated
as A and B, before transmission is represented by the symbol p. In
our proposed scheme, we seek to mitigate the impact of noise gen-
eration during transmission by introducing an additional noise
source. Following the introduction of this additional noise source,
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Fig. 1. (a) Conceptual diagram of a large-scale fully-connected QSDC network. (b) Number of channels versus number of users in different number of pumps.

the density matrix of entangled photon pairs after transmission is
given by [42]

Na_ Np

p = ZZEjk(PmPB)pEﬁ((PmPB)7

J=1 k=1

(1)

where Ej, is the operator which represents a certain type of noise. In
this paper, we consider only the bit flip type of noise, so p,,pg
denote the total probability of inversion of two optical quantum
bits. The total probability of bit inversion should contain two por-
tions, i.e. Da = Pajtrans t Paextras P8 = DB trans 1 PB.extrar the portion attri-
butable to the transmission is determined by the quantum channel,
whereas the additional portion introduced is adjustable by the addi-
tional noise-generating device. The optimal selection of an appro-
priate noisy environment can markedly enhance the fidelity of
entangled photon pairs following transmission. However, in prac-
tice, the regulation of the noise environment frequently relies on
the photon counting of detectors at the user’s end. The advantage
of the multipump network structure is that it not only reduces
the complexity of the system, but also increases the number of pho-
tons in a single channel of the user. This helps to overcome the
noise-induced degradation of the fidelity of the entangled photon
pairs. Furthermore, as the loss of photons is determined within
the C-band fiber channel, the increase in the number of photons
within the user’s individual channel can also enhance the transmis-
sion rate and transmission distance of the information. The partic-
ular quantum network optical path utilized in the experiment is
illustrated in Fig. 2a. As the temperature-controlled PPLN waveg-
uide is only capable of guaranteeing the efficiency of the second
harmonic generation (SHG) of two or three pumps corresponding
to the C-band in the International Telecommunication Union (ITU)
at a fixed temperature, we present only the construction of a
double-pumped fully-connected network, i.e., M = 2. Our PPLNOI
chip is employed in a polarization Sagnac interferometer to facili-
tate the generation of polarization-entangled single-photon pairs
with the Bell state |¢*), ,,, = 5 (|HH) + [VV)), ., [46]. These pairs
are produced via the SPDC process occurring at temperatures near
room temperature, and are characterized by low noise and high
quality. Fig. 2b, c illustrate the measurement outcomes for the prop-
erties of our PPLNOI waveguide chip. The orange curves represent
theoretical calculations, while the blue square dots represent data
points obtained from experimental results. The entangled single
photon pairs generated by the two pumps are distributed to the
four users via a DWDM, ensuring that a set of polarization-
entangled photon pairs is shared between the two users. The con-
struction of the QSDC network in our experiment is comprised of
three distinct parts: the generation of entangled photon pairs, the
distribution and transmission of photon pairs, and the user modu-
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lation and detection. In the entangled photon pair generation part,
the wavelengths of the two tunable narrowband continuous lasers
serving as the laser sources are tuned to 1551.72 nm (CH32) and
1550.92 nm (CH33), respectively. These wavelengths are then
amplified with two erbium-doped fiber amplifiers (EDFAs). The
amplified pump light is then combined with the other beams in a
DWDM and connected to a PPLN for SHG process, which doubles
the frequency of the pump light. A wavelength division multiplex-
ing (WDM) with an extinction ratio of 180 dB (S/N: 224851568,
Shenzhen Xianyitong Technology Company) is used to suppress
the initial light from CH32 and CH33. To maintain the quasi-
phase matching condition of the SHG process, two polarization con-
trollers (PCs) are utilized to regulate the polarization of the pump
light prior to DWDM beam combining. Additionally, a stabilized
temperature controller is employed in the PPLN to maintain the
temperature. The temperature of the PPLN in the experiment is
set at a point midway between the optimal temperature at the
wavelengths of 1551.72 and 1550.92 nm, thereby ensuring a high
SHG efficiency for both pump beams. The frequency-doubled pump
light is launched via a spatial optical coupler as the transmitter into
the polarization Sagnac interferometer to produce polarization-
entangled photon pairs, and then are subsequently collected by
another spatial optical coupler into a single-mode fiber. In the pho-
ton pair distribution and transmission part, the collected single-
photon pairs are separated by a 100-GHz DWDM, and different
additional noises are applied separately by an additional noise gen-
erator. Subsequently, the photons of the CH31 and CH36, CH33 and
CH34, CH32 and CH35, and CH29 and CH30 channels are transmit-
ted to users 1-4 via optical fibers, respectively. In the user modula-
tion and detection part, each user is equipped with a polarization
state analyzer consisting of a half-wave plate (HWP), a quarter-
wave plate (QWP), and a polarization beam splitter (PBS), as well
as a superconducting nanowire single-photon detectors (SNSPD)
[47,48]. The SNSPD, which is employed to detect photons received
by the user, exhibits a detection efficiency exceeding 80% with a
dark count rate of 40-100 Hz, and the resulting photon detection
data are recorded by a time-to-digital converter (TDC) (ID-900).
Each user can perform Bell-state measurement twice by using linear
optical elements to determine one of the four Bell states [49].

3. Results

To verify the polarization entanglement characteristics of the
fully-connected network, we conducted measurements of the
polarization entanglement characteristic curves and fidelity of
the correlation channels between each user. The resulting data
are presented in Figs. 3 and 4, where the blue data points and
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Fig. 2. The experimental setup. (a) The physical structure of the QSDC network comprises the following elements. Laser: narrowband continuous laser; EDFA: erbium-doped
fiber amplifier; PC: polarization controller; PPLN: periodically poled lithium niobate; WDM: wavelength division multiplexing; HWP: half-wave plate; QWP: quarter-wave
plate; DPBS: dual-wavelength polarization beam splitter; DM: dichroic mirror; DWDM: dense wavelength division multiplexing; PPLN: periodically poled lithium niobate;
PPLNOI: on-chip periodically poled lithium niobate. (b) Typical spectrum of the SPDC source based on PPLNOI waveguide. Relative efficiency denotes the conversion efficiency
under the spontaneous parameter after normalization. (c) Variation of the coincidence-to-accidental ratio (CAR) of photon pairs generated by the PPLNOI waveguide with
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Fig. 3. The characteristic curve of polarization entanglement for each user-associated channel.

the red data points represent the two-photon coincidence count
measured by rotating the angle of the other HWP when the angle
of one side of the HWP is fixed at 0° and 22.5°, respectively. The
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detection time for each data point is 1 s, and the results demon-
strate that the fidelity of each channel is greater than 97%. In the
experiment, we establish a secure quantum entanglement channel
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with a total transmission distance of 300 km of fiber (total trans-
mission loss of 60 dB). To guarantee the security of the channel,
the sequence of the emitted light from the two lasers can be regu-
lated and the relevant information can be conveyed to the user via
a classical channel. The user can then verify the security of the
channel by comparing the precise position of the signal photon
with that of the noise photon. Once the security of the network
is guaranteed, the communication task can be initiated. It is essen-
tial that each user is equipped with a quantum memory to regulate
the time of stored photons. We distribute the entangled photon
pairs to the users, the sender performs a coding operation on the
photons he gets and chooses specific basis vectors for the measure-
ment. Subsequently, the sender tells the receiver the measurement
results, and the receiver also chooses different basis vectors to
measure the photons it gets. The receiver compares the two mea-
surements to complete the Bell-state analysis and thus obtains the
information transmitted by the sender. This conformity counting is
done after transmitting a 300 km fiber optic distance, and the
transmission of the measurement results is based on electrical sig-
nal transmission. In our experiment, we utilize a circuit delay mod-
ule to regulate the electrical signals for time delay, with a time of
stored photons that is considerably longer than the transmission
time of 300 km (approximately 1.5 ms). The polarization Sagnac
interferometer is modulated so that it produces photon pairs with
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an initial quantum state of |¢*), . ,, and the additional noise gen-
erator is then modulated before the distribution of the photon
pairs, allowing for the introduction of modified noise. Then the
photon pair is subsequently distributed to any two users U, and
Us of the communication system. The fidelity (F) of the entangled
photons can be calculated from Eq. (1):

(F) =1 — (pa + P — 2PaDs)- 2)

Theoretically, varying p,,ps can bring the fidelity of the entangled
photon pairs to 1, but in practice we are unable to do this due to
dark counting in the detector and the drop in photon count due
to transmission losses. The maximum fidelity that can actually be
achieved is Fnax = (3V + 1) /4, where V can be estimated in theory
[50]. Considering that the transmission distance for distributing
entangled photon pairs to different users and the transmission loss
of C-band photons in optical fibers are basically the same, we
assume that the total probability of inversion of two optical quan-
tum bits, as well as the probabilities of each part, are equal, i.e.,
D = Da = DB>PAtrans = PB trans> PAextra = PBextra At different distances,
we select a suitable noisy environment and measure the rate at
which this network transmits a single type of bit 00 as shown in
Fig. 5a. Limited by the fact that the single photon count of the
SNSPD saturates at about 3 x 10°-4 x 10° Hz, our network can only
achieve a transmission rate of nearly 30,000 bits/s at 0 km. After
300 km of fiber optic transmission loss, the single photon counts
of the SNSPD are only about 300-400 Hz left. To achieve the
intended task, such as images or text, it may be necessary to use
detectors with higher single-photon saturation thresholds to
increase transmission rates. The variation of the fidelity of the
entangled photon pairs with the transmission distance when differ-
ent additional noises are introduced as shown in Fig. 5b. At a trans-
mission distance of 300 km fiber, the fidelity of the entangled state
with the addition of extra noise is improved compared to that with-
out the addition of extra noise and agrees well with the experimen-
tal data. The double-pumped structure nearly doubles the number
of photons in a single channel, which allows us to better regulate
the extra noise factor p to improve the fidelity of the system after
transmission. After modulating the extra noise and distributing
the photon pairs over a transmission distance of 300 km, we can
realize the encoding of four kinds of bits by applying different quan-
tum gates to the photons to modulate the Bell states of the photon
pairs. As shown in Fig. 6, the polarization entanglement fidelity of
the four different messages received by each channel, obtained from
experimental measurements under double-pumped conditions. The
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measurement time for each data point is 10 min, and the fidelities
are all in the range of 85%-87%, verifying the feasibility of this fully-
connected network to realize QSDC over a distance of 300 km. Fur-
ther improvement of the fidelity can be achieved by choosing a
more efficient PPLN waveguide and applying a more matching extra
noise.

The network we have designed is theoretically scalable. As the
number of pumps increases, the number of channels required to
distribute to individual users decreases. This allows for the accom-
modation of more users by adding more pumps when the number
of channels is limited. From the measurement results of the typical
spectrum of the SPDC source based on PPLNOI chip, it can be seen
that near the C-band, this network can be used to construct a fully-
connected quantum network with no less than 100 users (1500-
1600 nm) using DWDM at 100 GHz, and the construction of a lar-
ger scale fully-connected quantum network can be extended based
on the wavelength conversion technique [51]. Additionally, the
incorporation of an appropriate noise environment can enhance
the communication range of this network. When introducing noise,
we solely consider the noise with the type of bit flip. However,
incorporating other types of noise, such as phase flip noise and
white noise, can further extend the transmission distance
[41,52,53]. Furthermore, the use of noise can facilitate stealth com-
munication, thereby enhancing the confidentiality of information
transmission within the network [54]. These are all potential ave-
nues for future exploration.

4. Conclusion

In conclusion, we have proposed a multipump expandable
fully-connected QSDC network in noisy environments, which is
designed to reduce its complexity and increase the number of
users while guaranteeing communication distance between users.
When the number of pumped light is two, an experimental realiza-
tion of a four-user fully-connected QSDC network with 300 km
fiber transmission is achieved. Each user in the network is found
to only require the operation of two channels of photons to facili-
tate two-by-two communication. The results show that the fidelity
of the shared entangled states between users by introducing addi-
tional noise reaches over 85% over a transmission distance of
300 km, and a QSDC of approximately 104 bits/h can be achieved.
Our design of long-distance scalable fully-connected quantum net-
work in noisy environments provides a novel idea for the construc-
tion of large-scale fully-connected quantum communication
networks in the future.
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